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Contacting Technical Support:
For Technical Support or Warranty Service, contact:

Security People, Inc.
Makers of Digilock

Attn.: Warranty Department
3675 Enochs St.

Santa Clara, CA 95051

Phone: (800) 590-0984
Phone: (707) 766-6000
E-mail: support@digilock.com
Web: www.digilock.com

For Additional Products and Product Accessories, contact:

Security People, Inc.
Makers of Digilock
5341 Old Redwood Hwy
Suite # 200

Petaluma, CA 94954

Phone: (800) 989-0201
Phone: (707) 766-6000
E-mail: sales@digilock.com
Web: www.digilock.com



The Digilock Management System:
The Installation and Administration Guide

This guide is designed for the owner and/or the person
responsible for installing and administrating the Digilock
Management Software. For information on the operation
and use of the Digilock Management Software see the
Digilock Management System’s User Guide.

Finding Additional Help

For information on using the Digilock Software see the
Digilock Management System User Guide.

For problems using the software see the Troubleshooting
section of the Digilock Management Software User Guide.

Additional help is also available by accessing the Help
menu (or by pressing F1) in the Digilock Software.



Digilock Audit Trail Kit Includes:

Digilock Management Software: A CD ROM contain-
ing the Digilock Management Software for maintaining
and programming authorized management bypass keys
to the lock groups.

Programming Box: Provides a communication link
between the Digilock H Series Locks and the Software
Programming Key.

Software Programming Key: Programs the H Series
Locks and receives audit trail information from the H
Series Locks.

User Guide: Information for using the Digilock
Management System.

Installation and Administration Guide: Installing the
Digilock Management Software and issuing Software
User Rights.



Installing the Digilock Software:
Digilock Software Overview

Please read this entire chapter before installing the Digilock
Software.

This chapter demonstrates:

« System Requirements

Installing the Digilock Software
Installing the Programming Box
Uninstalling the Digilock Software



System Requirements:
Successful operation of the Digilock Software requires:

* Windows 95 or higher

A 486 DX processor or higher

» 15 Megabytes of hard drive or more
* 8 Megabytes of RAM or more

A CD-ROM drive

1 free USB

You will need additional hard drive space to maintain the
Management Software.



Installing the Software:

WARNING: DO NOT INSTALL THE PROGRAMMING
BOX BEFORE INSTALLING THE SOFTWARE.

To install the software:
1. Close any applications that are currently running.

2. Insert the Digilock Management Software CD into the
CD-ROM. The CD should automatically load.

If the CD does not automatically load, double click the
SETUP.EXE file on the CD-ROM.

4. Click OK to install the software.

5. At the Welcome Screen, follow The Digilock Setup
Wizard and click Finish to complete the setup.

NOTE: Once the software is installed, the Programming Box
must be installed before launching the software.



Installing the Programming Box:

Before installing the Programming Box, be sure you have
installed the software.

To install the programming box: \\

1. Close out of any open applications.

2. Insert the Programming Box USB connector to an avail-
able USB Port on your computer.

3. The Welcome to the Found New Hardware Window will
appear. Select No, Not at this Time and click Next.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard
Windows will ssarch for cunent and updated softwars by

lzoking on your computer, on the hardware installation CO . or on
the Windows Update Web site [with your permission).

Fiead our privacy policy

Can'windows connect to'Windows Update to search for
software?

O Yes, this time only
(O)'Yes, naw and gvery time | connect a device
@ g, ot i e

Click Mext to continue.




4. At the next prompt, select Install the Software
Automatically (recommended) and click next.

Found New Hardware Wizard

This wizard helps you install software for:

USB Device

{*) 1 your hardware came with an installation CD
“SE2 o floppy disk. insert it now.

‘what do you want the wizard to do?

@ lrwiall e software automalically [Recommended)
) Install from a list o specific localion (Advanced)

Click Mext to continue.

<Back || Met> | [ Cancel

5. Click Finish to close the wizard

Found New Hardware Wizard

Completing the Found New
Hardware Wizard
The wizard has firished instaling the software for

\> USE Host Adapter for 1-4Wie Network

Click Finish ta close the wizard

“Finish




Uninstalling the Software:
To remove the Digilock Management Software:

1. From your Windows desktop, select Start-Settings-
Control Panel.

2. Double-click on Add/Remove Programs.

3. From the Add/Remove Programs tab, select KMH from
the program list.

4. Select Change/Remove to uninstall the Digilock Software.

5. Select Yes to completely remove KMH and all of its com-
ponents.



Managing the Digilock Management Software:

The System Administrator controls who has access to the
software and what level of access others have when enter-
ing the Digilock Management Software.

This chapter demonstrates:

* Launching the Digilock Software

* Initializing the Software Programming Key

» System Administration Menu Overview

» Granting Digilock Software User Rights

» Adding, editing and deleting Digilock Software
Users.
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Launching the Digilock Management Software:

The first time you login to the Digilock Management
Software you will use a default User Identification (ID) and
Password

You will be required to change the defaults immediately.
This new User ID and Password becomes the System
Administrator. Please be sure to write down your new User
ID and Password

To launch the Digilock Management Software:
KMH

1. Double click the KMH icon on your Windows desktop.
This displays the Login Window:
The first time you login to the Digilock Management
Software, use these defaults: (You will be prompted to
change these defaults immediately).
Default User ID: sa Default Password: sesame

[Logn ]
| Digilock
User 1D : | aK |

Pazzword © Cancel
Heip

2. Change the default fields with your information and click
OK.

3. Be sure to write down your new User ID and Password.
11



Initializing the Software Programming Key:

After changing the default User ID and Password, you will
be prompted to Make the First Programming Key. Click OK
to continue.

Software
Programming Key

When the Insert Key prompt is displayed, insert the
Software Programming Key (red) into the Programming Box
until you are notified that the key has been registered as an
authorized Programming Key.

Click OK to continue.
The software program will launch.

Note: Once the programming key is registered, you must
always use the software to maintain your locks.
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Login Safeguards:

The Digilock Management Software displays the following
message when the User ID or Password is incorrect:

Click OK to continue. o e

Lok ]

The Digilock Management Software Displays this when the
password is incorrect for the second time.

6 YOUVE ENTERED THE USER NAME AND/OR PASSWORD
INCORRECTLY TWICE. ONE MORE INCORRECT ATTEMPT
WILL DISABLE ACCESS TO THE DIGILOCK PROGRAM FOR 5 MIN.

After three consecutive incorrect log ins, the Digilock
Management Software shuts down for five minutes while
the following message is displayed:

e Incorrect Password.

After this timed message clears, you can login to the
Digilock Management Software again.
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System Administration Menu:

From the System Administration menu, you can add, edit
or delete Digilock Management Software Users, or change
your password.

Defining User Access:

Each User entered into this system will have a User ID,
Password and a pre-defined user level of access. These
access levels are designed as follows.

-User - has access to all the Digilock Management
Software features.

-Administrator - has access to all Digilock Management
Software features and in addition, can add, edit and
delete Digilock Management Systems Users.

Granting Digilock Management Software User Rights:

NOTE: In order to maintain security, it is important that
you give consideration to how others will access and
use this software.

The first User you will add into the Digilock Management
Software is yourself as the System Administrator. After
adding a new System Administrator, all additional Software
User’s will have User rights. If you wish to give a User
additional rights, you must edit their user information file.
(See page 17 to edit a user information file).

14



Adding a User Information File:

1. From the menu bar, select: System Administration-Users.

N

~NO OO0 W
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User Information

o login -
FirstName Mary Edit
LastName Smith Delete

e |
_Eor |
Dot |
accosslovel oo 3] b |
S

. Click Add to display the User Information Window:

-User is the default Access Level for new Users. To
make this user an Administrator, you must first create
the new user and then edit their file.

. Enter the ID for this User.

. Enter the User’s First Name.

. Enter the User’s Last Name.

. Enter and Confirm a Password for this User.
. When you are done, click OK.

(User information |
] | _ A |
EistName | _ed |
LastName | _Deete |
AccessLevel  |User - hep |
Bossword | [ |
i ==




Deleting a User Information File:

1. From the menu bar, select: System Administration-

Users.

2. Select the User file.

3. Click Delete.

User Information

D [Jeremy
Eirst Name [Jere my
LastName |Elastan

Access Level |U35'

o _add |
_ et |
_Delete |

o _bew |
[ox ]
| ool |

4. This displays the Delete Confirm prompt. Click Yes to

delete this User.

Delete user Jeremy. Are you sure?

Yes

No
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To Edit a User:
1. From the menu bar, select: System Administration-Users.
2. Click here to select a User ID from the drop-down list

3. Click Edit to modify the selected User Information file.
NOTE: The User ID field cannot be edited.

User Information

D Jeremy - Add
First Name Jeremy Edit
LastName Bostan %
Access Level  |User g Help
Cancel

In the User Information Window you can edit:
User's First Name.
User's Last Name.
User's Access Level
User's Password
When you are done, click OK.
NOTE: If you have modified the Password and Confirm
Password fields, this box displays, click OK to continue.

You have modified the user password
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Notes:
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Digilock®

www digil com

Digilock is a registered trademark of Security People, Inc. and is protected under one or

more of the following U.S. Patents: US 5,866,644 US 5,894,277. Other patents pending.



